PSIRT Advisories

ID STW-IR-25-001
Component ycumulocityd(<obs_v1_09rQ)
SUPPORTED_OPERATIONS with parameter “c8y_Command” in ycumulocityd.config
Type Insufficient Filter whitelisting on Cloud Command
CVEID pending
Published 23.10.2025 11:43 (CEST)
Last update -
Severity Low
CVSSv3.1 3.7
CWE CWE-284: Improper Access Control - because the Whitelisting control can be bypassed.
Product(s) | Article Number Product Name | Affected Version(s)
any TCG-4 <= DeploymentPackage_v3_10r2-0Octopus
TCG-4lite
94119, 94122,101507, ESX.4CL-p <= DeploymentPackage_v3_10r2-0Octopus
101510, 103277, 1040860, ESX.4CL-ag-p
104063, 107328, 107333,
107336, 108037, 108049,
108053, 108360, 108361,
108366, 108367, 110580,
111863, 112295, 112296,
112297, 112305, 1123086,
112307
Summary A vulnerability has been identified in the ycumulocity component that allows authenticated
cloud users to execute commands on the target device, bypassing the Whitelisting filter.
The vulnerability is only exploitable if the CUMULOCITY device shell feature has been
explicitly enabled by the device owner.
Access to the cloud environment is strictly authenticated and limited to authorized users.
Impact Anauthenticated user with the required cloud privileges may be able to send commands to
the device that are not covered by the Whitelisting mechanism.
There is no exposure to unauthenticated attackers.
Solution Please upgrade to DeploymentPackage_v3_10r3-Octopus
Reported by The vulnerability was reported by KOCO Solutions GmbH on 13.10.2025 15:53 (CEST).

Adresse Telefon

Am Bérenwald 6 +49 83419505-0

87600 Kaufbeuren Fax

+49 83419505-55

E-Mail
info.stw@wiedemann-group.com

Sitz der Gesellschaft
Kaufbeuren
Registergericht
Kempten HRB 1863

USt. ID-Nr.

DE 811356 522
St.-Nr.
125/137/30002

Geschaftsfiihrung
Christophe de Bary
Steffen Dieterle
Sonja Wiedemann

Bankverbindung

Deutschland
Internet
Www.stw-mm.com

BIC SOLADEST600

Baden-Wiirttembergische Bank
IBAN DE86 6005 010100010009 06

Bankverbindung

Sparkasse Kaufbeuren

IBAN DE75 7345 0000 0000 0219 72
BIC BYLADEMIKFB



